HNuabopManuoHHaA MaMATKA IS O0yJaIOI[UXCA

C KaXXIpIM TO/IOM MOJIOJIE?KU B MHTEPHETE CTAHOBUTCA OOJIbIIIE, a IITKOJIBHUKU OJHU U3 CAMBIX
aKTUBHBIX [TOJIb30BaTesel Pynera. Mexxy TeM, TOMUMO OTPOMHOTO KOJIMYECTBA BO3MOKHOCTEH,
WHTEPHET HeceT U MPobJieMbl. DTa MaMATKA I0JIPKHA IOMOYb TeOe O€30I1acHO HaXOAUThCA B CETH.

KoMmnbroTepHbI€ BUPYCHI

KoMIboTepHBIN BUpPYC - 3TO Pa3HOBUJIHOCTb KOMIIBIOTEPHBIX IIPOTPAMM, OTIUYUTETbHOMN
0COOEHHOCTHIO KOTOPOH SBJISIETCS CIIOCOOHOCTh K Pa3MHOXKEHHIO. B JIOTNOJIHEHHE K 3TOMY,
BHUPYCHI MOTYT ITIOBPEJIUTH MJTU TIOJTHOCTBIO YHUUTOXKUTD BCe (DAIIIbI U TaHHBIE, IOJKOHTPOJIbHbIE
[I0JIb30BATENI0, OT KMMEHU KOTOpOro ObLla 3amyllieHa 3apakeHHas IporpaMMa, a Takke
MIOBPEUTh WU Ja’)Ke YHUYTOXKUTH OIlEPAllMOHHYI0 CUCTEMY CO BceMu (aiiylamMu B 1ejioM. B
OOJIBIITMHCTBE CIYIA€eB PACIIPOCTPAHAIOTCA BUPYChHI Uepe3 NHTEPHET.

MeTo/1pI 3aIITUTHI OT BPEAOHOCHBIX ITPOTPAMM:

1. Mcnosip3yil coBpeMeHHbIe OIepaIOHHbIE CUCTEMbI, UMEOIINEe CEPhEe3HbIH YPOBEHD 3aIUTHI
OT BPEZJOHOCHBIX IIPOIPaMM;

2. IlocrosiHHO ycraHaBawBak mnauytd (MUMPOBBIE 3aIIaTKH, KOTOpPbIE aBTOMAaTHYECKU
YCTaHABJIMBAIOTCS C [I€JIBIO JOPAOOTKH IPOTPaMMBbI) U IpyTHe 0OHOBJIEHUS CBOEH OTIEPAITMOHHOM
crucreMbl. CKauMBall MX TOJIBKO ¢ oduruanbHoro cara paspaborunka OC. Eciu cymiecTByer
PEXKHM aBTOMAaTHYECKOTO OOHOBJIEHUSI, BKJIFOYH €T0;

3. PaGoTaii Ha CBOeM KOMIIbIOTEDE I10/] IIPABAMHU I10JIb30BATEJIsA, & HE aJIMUHICTPATOpa. ITO He
II03BOJIUT 6OJ'II)IJ_II/IHCTBY BPE€AOHOCHBIX IIPOTrPpaMM HHCTAJUIMPOBATLCA HA TBOEM II€PCOHAIbHOM
KOMIIBIOTEDPE;

4. Wcnonp3yil aHTUBUPYCHble HIPOTPAMMHBIE IPOAYKTHI M3BECTHBIX IIPOU3BOJUTENEN, C
aBTOMAaTHYECKHUM OOHOBJIEHHEM 0a3s;

5. Orpannyb GU3UYECKU JOCTYH K KOMIIBIOTEPY /J11 IOCTOPOHHUX JINII;

6. Vcnosp3yil BHelIHHe HOcuTeau WHGOpMAIUM, Takue Kak (uemnika, auck win dain us
WHTEPHEeTa, TOJIbKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTKpbIBall KOMIIbIOTEPHBIE (paiiyibl, IOJIyYeHHble U3 HEHA/Ie’KHBIX UCTOYHUKOB. /laxke Te
(patisibl, KOTOpPBIE IPHCIIA TBOM 3HAKOMBIH. JIyulile yTOUYHH y Hero, OTIIPABJIsAI JIU OH Tebe UX.

Cetun WI-FI

Wi-Fi - 5T0 He BUJI ITepeiavyul IAHHBIX, HE TEXHOJIOTHSA, a BCEro JIUIb OpeH|, Mapka. Eie B 1991
ToJly HUepJiaHAcKas KoMIaHus 3apeructpupoBaysia Openg, "WECA", uro o6o03Hauaio
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoauTes kak "GecrpoBoHAS TOUHOCTD' .

Jlo Halllero BpeMeHHU JIoNIa Ipyrast abOpeBuaTypa, KOTopas sIBJISIETCsS TAaKOU K€ TeXHOJIOTHEH.
dto abbpepuarypa "Wi-Fi". Takoe HasBaHme OBLIO JAHO C HAMEKOM Ha CTAHAAPT BBICIIEH
3ByKOBOH TexHUKU Hi-Fi, 4To B mepeBosie 03HauaeT "BHICOKASA TOYHOCTD .

I[a, GecIIaTHRIH HUHTEPHET-JOCTYII B Ka(l)e, OTE/IAX MW adpoIlopTax ABJIAECTCA OTJIMYHOU
BO3MOXXHOCTBIO BbIXO/JJa B UHTEPHET. Ho muorue IKCIIEPTHI CAHUTAIOT, YTO O6III€ZLOCTYHHI)IE Wi-Fi
CeTH He SABJIAIOTCA 0e30I1aCHBIMU.

CoseTbl 110 6e3011acHOCTH pabOTHI B OOIIEIOCTYITHBIX ceTsax Wi-fi:



1. He mepenasaii cBoro tmuHy0 nHpopmanuio yepes obmeocrynsbie Wi-Fi cetu. PaboTas B HuX,
’»KeJIaTeJIbHO He BBOJUTH IIAPOJIH JIOCTYIIA, JIOTUHBI M KaKue-TO HOMepa;

2. Hcnosp3yii u OOHOBJIAN AHTHUBUPYCHBIE IpOrpaMMbl U OpaHaMayep. TeM camMbIM TbI
obe3omacuiib ce6s OT 3aKaYKHU BIPYyca Ha TBOE YCTPOUCTBO;

3. ITpu ucnonb3oBanuu Wi-Fi otkatoun dyHkmuio "O6mui goctyn K ¢aiiaMm U mpuHTepam'.
JlanHas QyHKIUA 3aKphITa 10 YMOJTIAHUIO, OJHAKO HEKOTOPbIE IOJIb30BATEI aKTUBUPYIOT €€
111 yo6CTBa UCIIOIb30BaHUSA B paboTe Uiu yuebe;

4. He ucnonwayit myomunanbii WI-FI 1 niepegayu JTUYHBIX JIAHHBIX, HAITPUMED /IS BBIXO/IA B
COIIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MIOYTY;

5. Mcnoste3yii TosTbKO 3amuiiieHHoe coenunenue yepe3 HTTPS, a ue HTTP, T.e. mpu Habope BeO-
agpeca BBoau uMeHHO "https://";

6. B mo6unbHOM Testepone otkmoun pyHknuio "Tlogkmoyenue k Wi-Fi aBTomatuuecku'. He
ZIOTIyCKall aBTOMAaTUYECKOTO MOJKIIOUEHUs yeTpolicTBa K ceTsiM Wi-Fi 6e3 TBoero coryacus.

COIII/IaJII:HI)Ie ceTn

ConuasibHbIE CETHM AKTUBHO BXOJAT B HAIIy KU3Hb, MHOTHE JIIOAU Pa0OTAIOT U KUBYT TaM
IOCTOSIHHO, a B Facebook y:ke 3aperucTpupoBaH MWLIHAp/, YEIOBEK, UTO SBJIAETCA OJHOU
celbMOU BceX JKUTesel IuTaHeThl. MHOTHe MOJIb30BaTeN HE IMOHUMAIOT, YTO WHGOpMAanus,
pa3MelleHHas UMY B COITUATBHBIX CETAX, MOKET OBITh HAaliZleHA U MCII0JIh30BaHA KEM yTOJIHO, B
TOM YHCJIe He 0053aTeIbHO C 6JIaruMU HaMePEHUSIMH.

OCHOBHBIE COBETHI 110 6€30IIaCHOCTH B COITNAJIBHBIX CETAX:

1. OrpaHUYb CITUCOK Apy3el. Y TeOs B APYy3bsX HE JOJDKHO OBITh CIyYalHBIX M HE3HAKOMBIX
JIIOJIET;

2. 3amuiai CBOIO YaCTHYIO KM3Hb. He ykaspiBail maposiu, TesedOHBI, ajipeca, JIaTy TBOETO
POXJeHUA U JIPYTYI0 JIMYHYI0 UH(POPMAIUIO. 3JI0YMBIIUJIEHHUKN MOIYT HCIIOJIb30BaTh JaKe
WH(OPMAIHIO O TOM, KaK Thl ¥ TBOU POJIUTENN IVIAHUPYeTe IIPOBECTU KAaHUKYJIbI;

3. 3amuinan CBOIO peIyTaIuio - IEPKU €€ B YUCTOTE U 3aj[aBali cebe BOIIPOC: XOTesI ObI ThI, UTOOBI
JIpyTHE TIOJB30BaTEN BHUJIEJIM, YTO ThI 3arpyxkaemb? [logymaii, mpexe YeM 4YTO-TO
OIyOJIMKOBaTh, HATIUCATh U 3aTPy3UTh;

4. Ecsin THI TOBOpHUIIB C JIIOBMHU, KOTOPHIX He 3Haelllb, HE UCIIOJIb3yH CBOE peaslbHOe UM U
ZPYTYIO JINYHYI0 HHMOPMAIUU: UMs, MECTO KUTEIbCTBA, MECTO YUeObl U Ipoyee;

5. V3beraii pasmernienusa ¢ororpaduii B MIHTEpHETE, I/ie Thl M300pakeH Ha MECTHOCTH, IIO
KOTOPOU MO3KHO OIIPEJIEJTUTh TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrpanuy B COIIMAJIBHOM CETH HEOOXOJMMO WCIIOJIb30BAaTh CJIOKHBIE IAPOJIH,
cocrosiue u3 6ykB 1 Udp U ¢ KOJIUUeCTBOM 3HAKOB He MeHee 8;

7. Z[.TIH COHHaJIbHOﬁ CETHU, IIOYTHI U APYTHUX CauTOB HEO6XOI[I/IMO HCIIOJIb30BATh pa3HbIE IIapOJIN.
Torga ecyiv TeOs1 B3JIOMAIOT, TO 3/I0YMBIILIEHHUKH [TOJIy4aT AOCTYII TOJIBKO K OZHOMY MECTY, a He
BO BCe Cpaay.

AJIEeKTPOHHbBIE JeHbI'1

DJIEKTPOHHBIE JIEHBIM - 35TO O4YEHb VAOOHBINM CIOCOO IUIATEXKEH, OJIHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT ITOJIyYUTDb 3TU JE€HBTHU.



BJIeKTpOHHBIe A€HbI' IIOABUJIMCb COBCEM HEJABHO KW HMMEHHO H3-3a 3TOIr'O BO MHOI'HX
rocyapCrBax a0 CUX IIOP HE IIPOIIMCAaHO IIPO HUX B 3aKOHAX.

B Poccuu xe oHU (QYHKIIMOHUPYIOT M O HUX YK€ IPOIUCAHO B 3aKOHE, I7le UX Pas3ZesaioT Ha
HECKOJIPKO BHJIOB - aHOHUMHBIE U HE aHOHUMHBIe. Pa3HUIa B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspelraercss IPOBOAUTH omepanuu 0e3 UAeHTUUKANUN I0Jb30BaTeNsA, a B
HeaHOHUMHBIX UJIeHTU(UKAIUA T0JIb30BaTeNIs ABJIAeTCA 0043aTeIbHOM.

Taxoke CJIeAyeT pa3/indaThb 3JICKTPOHHBIE (I)I/IaTHbIe JA€HbI' (paBHbI rocyJapCTBEHHbIM Ba.TIIOTaM)
U 3JICKTPOHHBIE HEQ)HaTHbIe JE€HbI'l (He PaBHBI T'OCYyIapCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 0 6€30MacHON paboTe C 3JIEKTPOHHBIMU IEHbI'aMU:

1. IIpuBsku K cueTy MOOWIBHBINA TesedOH. ITO caMblii yIOOHBIL M OBICTPBIM CIIOCOO
BOCCTAHOBUTH JOCTYH K cuery. [IpuBsi3aHHBIA Teyie)OH ITIOMOJKET, €cyi 3a0y/enrb CBOM
IUIATEKHBIN NTApOJIb WU 3ai/IeNh HA CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. Mcmosib3yii 0HOPa30BbIe maposin. I1ocste mepexoza Ha yCUIEHHYI0 aBTOPU3AITUIO TeGe yKe He
6YIL€T YIrpo2KaTb OIIaCHOCTDb KpaxKH WJIK IIepexBaTa IIJIaTeKHOTO I1apOJId;

3. Beibepu cyiokubBIN maposb. [IpecTtymHuKaM OyzeT He MPOCTO YIaJiaTh CJIOXKHBIN ITapOJIb.
Hane)xHble IapoJiu - 3TO MapoJi, KOTOpbIe cojiep:KaT He MeHee 8 3HAKOB U BKJIIOYAIOT B cebs
CTPOYHBIE U NPOIFHCHBIE OYKBBI, ITUGPHI U HECKOJIBKO CHMBOJIOB, TaKHe KaK 3HAK JI0JUIapa,
(dynTa, BocknnarenbHbIN 3HaK U T.11. Harmpumep, $tRong!;;

4. He BBO/iM CBOU JIMYHBIE TaHHBIE HA CAUTaX, KOTOPHIM HE JJOBEPSEITb.
AJIeKTPOHHAaA MoUTa

OJIeKTPOHHAsA II0YTA - 3TO TEXHOJIOTHA U IIpeZOCTaBJjsAeMble €0 YCJIYyTU IO IepechbUIKe U
MIOJIyYEHHUIO 3JIEKTPOHHBIX COOOIIEHUN, KOTOpPbIe PAaCHpeesIioTCsl B KOMIIBIOTEDHOHM CETH.
OOBIYHO  DJIEKTPOHHBIA  TMOYTOBBIA  SIIUK  BBIJIAAUT  CJIEAYIOIIAM  oOpasom:
UMsA_II0Jb30BaTeNA@uUMsA_JoMeHa. Takke KpoMe Iiepefayd IIPOCTOTO0 TeKCTa, HMeeTcs
BO3MOKHOCTB IlepeiaBaTh (pailyibl.

OCHOBHBIE COBETHI 110 O€30MacHON PabOTe C AJIEKTPOHHOU IMOUTOM:

1. Haymo BbIOpaTh IpaBWIBHBIM MOYTOBBIN cepBUC. B HHTEpHeTe eCTh OTPOMHBINA BBIOOD
OecIIaTHBIX IOYTOBBIX CEPBHUCOB, OJTHAKO JIYYIIIEe IOBEPATH TEM, KOTO 3HAEIIh U KTO IEPBHIN B
peuTuHTe;

2. He ykasplBail B JINYHOU MOYTe JHYHYyI0 uHbopMmanuo. Hampuwmep, sydire BbrIGpaTh
"My3bIKTBHBIN__aHaT@" win "pok2013" BMecTo "Tema13";

3. Mcnonp3yil ABYXSTAHYI0 aBTOPU3ALMI0. DTO KOIZIa IOMUMO HapoJis HY»KHO BBOJUTH KOJI,
IpuchLIaemMblii o SMS;

4. Bp1bepu CJI03KHBIHA TTapOoJib. JIJIsT KaXK0TO IMMOYTOBOTO SAIIUKA J0JIKEH OBITh CBOM HAJIEXKHBIN,
YCTOMYUBBIN K B3JIOMY IIapOJIb;

5. Ecau ecTh BO3MOKHOCTH HAIKMCATh CaMOMY CBOM JIMUHBIA BOIIPOC, HCIOJB3YH 3Ty
BO3MO>KHOCTb;

6. Hcroib3yil HECKOJIBKO MOYTOBBIX ANMIUKOB. [1epBbIi /18 YaCTHOU MEPENNCKU C aJpecaTaMH,
KOTOPBIM ThI JIOBEPSEIb. ITO 3JIEKTPOHHBIN a/ipec He HaJI0 UCIOJIb30BaTh IIPH PETHUCTPAIlNU Ha
¢opymax u caifrax;



7. He oTkpbIBail ¢aiyibl U IpyTHe BJIOXKEHUSA B MHChMAX, JaKe €CJIM OHU MPUILIA OT TBOUX
npyseil. Jlydiiie yTOYHU Y HUX, OTIIPABJIAIIN JI OHU Tebe 5TH daiiibl;

8. ITocsie okoHUaHUSA PabOTHI Ha IIOUTOBOM CEPBHCE IEpPe] 3aKPhITHEM BKJIAJKH C CAUTOM He
3a0yap HaKaTh HA "BeridTu".

Ku6epOy/IIMHT WJIN BUPTYaJbHOE N3/1€BaTe/IbCTBO

KubepOyimuHr - Ipecyie/JoBaHUE COOOIIEHUSAMH, COZEPIKAIIUMU OCKOpPOJIEHUs, arpeccuio,
3aIyTUBAHUE; XyJTUTAHCTBO; COIUATIbHOE OOMKOTHPOBAHME C TIOMOIIBIO PA3JIMYHBIX HHTEPHET-
CEPBUCOB.

OcCHOBHBIE COBETHI 10 60pBOE ¢ KNOEPOY/UTUHTOM:

1. He 6pocatica B 601 JIyumimii crioco6: IocOBeTOBAThCA KakK cebsl BECTH U, €CJTH HET TOT0, K KOMY
MOXKHO 00paTUThCA, TO BHAYAJIE YCIIOKOUThCA. ECT ThI HAUHEITh OTBeYaTh OCKOPOJIEHUAMH Ha
OCKOpOJIEHHA, TO TOJIBKO elrle O0JIbIIe PA30XKeIh KOH(IIUKT;

2. YpaBiisiii cBoel KubepperyTaluen;

3. AHOHUMHOCTh B CETU MHHMasI. CYH_[eCTBYIOT CIIOCOOBI BBIACHHUTDH, KTO CTOUT 3a aHOHHNMHBIM
AKKAyHTOM;

4. He cTouT BecTn XysiMraHcKuil oO6pa3 BHPTyaJIbHOU >KU3HU. VIHTEpHET (PUKCUPYET BCe TBOU
ZIeVCTBUSA U COXPAHAET UX. YIUIUTH UX Oy/IeT KpaiiHe 3aTPyAHUTEIBHO;

5. Cobstrofiaii CBOIO BUPTYAJIbHYIO YE€CTh CMOJIOAY;

6. UrHopupyiéi eauHuU4YHBIA HeratuB. OJHOpPA30Bble OCKOPOUTENIbHBIE COOOIIEHUS JIydIle
urHopupoBaTh. OOBIYHO arpeccus IpeKpamaeTcs Ha HAYaJIbHOU CTa/IUH;

7. baH arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIMH COOOIIEHUSIMH, B COITUAJIBHBIX CETSAX
€CTh BO3MOKHOCTD OJIOKMPOBKH OTIIPABKH COOOIIEHUH C OIIpeIe/IEHHBIX aJ[PECOB;

8. Eciiu 11 cBUzeTeNb KubepOysutnHara. TBOUM IEHCTBUA: BBHICTYIIUTH IPOTHUB IPECJIEI0OBATENS,
I0Ka3aTh EMY, YTO €T0 JIeACTBUS OI€HNBAIOTCS HETaTUBHO, TO/IJIEPKaTh JKEPTBY, KOTOPOU Hy>KHA
MICUXOJIOTHYECKAsI TIOMOIIb, COOOIINTH B3POCIBIM O (haKTe arpeCCUBHOTO ITOBEJIEHUS B CETH.

MoouabHbIN TeIedOoH

CoBpemeHHBIE cCMapT(OHBI U IUIAHIIETHI COJIEPKAT B cebe BIIOJIHE B3POCIBIA (DYHKIIMOHAT, U
Teepb OHU MOTYT KOHKYPHUPOBaTh CO CTAI[MOHApPHBIMU KoMIbloTepamu. OJIHAKO, CPEACTB
3aIIUTHI JIJIA TO00HBIX yCTPOMCTB ITOKA OUeHb Masio. TecTUpoBaHUe U IOUCK YSA3BUMOCTEH B HUX
IIPOVCXOUT HE TAK MHTEHCUBHO, Kak 71 [1K, To ke camoe kacaeTcst 1 MOOMIIBHBIX IPUJIOKEHUH.

CoBpemeHHBIE MOOMJIbHBIE Opay3€ephI y2Ke MPAKTUIECKH JIOTHAIN HACTOJIbHBIE AaHAJIOTH, OJTHAKO
pacmmpenue GyHKI[MOHAJA BJIedeT 3a c0O0M GOJIBIIYIO CJIOKHOCTh U MEHBIITYIO 3aIUIIEHHOCTD.

I[EU'ICKO HE BC€ IIPOU3BOAUTEIXM BbIIIYCKAIOT O6HOBJ’I€HI/IH, 3aKpbIBaKOIIi€e KPUTHUYECKHE
YA3BUMOCTHU JIAA CBOUX YCTpOfICTB.

OCHOBHBIE COBETHI J1J1s1 6€30ITaCHOCTH MOOUJIBHOTO TesiehOHa:

Huuero He sBjsAETCSA IIO-HACTOSIEMY OecIUIaTHBIM. Byab OCTOpOKeH, Benb Korja Tebe
MpeIaraloT OeCcryIaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO IJIaTHBIE YCIIYTH;



Hymaii, mpexxzae yeMm otnpaButb SMS, doro mnu Buseo. Thl TOUHO 3HaeIIb, I7le OHU OyAyT B
KOHEYHOM HuTOore?

Heo0xoa1M0o 06GHOBIIATH OIlEPAIMOHHYIO CHCTEMY TBOero cMapTdoHa;
Vcrionp3yll aHTUBUPYCHBIE TPOTPAMMBI JIJIs1 MOOMJIBHBIX Tes1e(hOHOB;

He sarpymal‘/’l IPpWIOKEHUA OT HEU3BECTHOT'O HCTOYHHKA, B€Ab OHH MOTYT COAEPXKATb
BPpE€AOHOCHOE ITPOIrpaMMHOE O6€CH€‘-I€HI/IE;

[Tocsie TOTO KakK THI BBIM/IEIID C CANTa, T/Ie BBOJMII JIUYHYIO HHODOPMAIUIO, 32l B HACTPOUKHU
Opaysepa u yzanu cookies;

[Tepuoguyuecku IpoBepsN, KaKue IUIATHbIE YCIIYTH aKTUBUPOBAHbBI HA TBOEM HOMEDE;

JlaBaii cBOWi HOMep MOOWJIBHOTO TesjeOHA TOJIBKO JIIOASAM, KOTOPBIX Thl 3HAEllb U KOMY
JTIOBEPSIEIIIb;

Bluetooth moykeH OBITH BBIKJIIOUEH, KOTZla Thl MM He IOJIb3yelllbcs. He 3a0biBali WHOTAA
MIPOBEPSATH ITO.

Online urpsr

CoBpeMeHHbIE OHJIAMH-UTPHI - TO KPACOYHbIE, 3aXBATHIBAIOIIE PAa3BJIeUeHNs, 00'beIUHAIONINE
COTHH THICSY YEeJIOBEK I10 BceMy MHDY. VIrpoKH HCCIeAyIoT JaHHBIH UM MUP, OOIIAIOTCS APYT C
ZPYTOM, BBIIOJIHSIOT 33JjaHUs, CPAKAIOTCS ¢ MOHCTPAMHU U IIOJIyYAIOT OIBIT. 32 YZIOBOJILCTBHE
OHU IUJIATAT: MOKYIAIOT JUCK, OIJIAYMBAIOT aOOHEMEHT WJIN IPUOOPETAIOT KaKHUe-TO OIIIHH.

Bce aTH cpencTBa MIYT Ha MOAJIEpKAHME W PAa3BUTHE UTPHI, A TaKXKe HA caMy 0e30IacHOCTb:
COBEpIIEHCTBYIOTCS CUCTEMbBI aBTOPU3AIINH, BBIIYCKAIOTCA HOBBIE MaTuu (I poBble 3a1IaTKu
ZUJIS IPOTPAMM), 3aKPBIBAIOTCSA YA3BUMOCTU CEPBEPOB.

B 1o/100HBIX HTpax CTOUT ONMACAThCSA HE CTOJIBKO CBOMX COIIEPHHUKOB, CKOJIBKO KPaiKH TBOETO
[apoJisi, HAa KOTOPOM OCHOBaHA CHCTEMA aBTOPU3AIUU OOJIBIITUMHCTBA UTP.

OCHOBHBIE COBETHI 110 0€30IaCHOCTH TBOETO HUT'POBOTO aKKayHTa:

1. Ecytn ipyroii urpok BejieT cebs IJI0X0 WU co3/aeT Tebe HEIPUATHOCTH, 3a0JI0OKUPYH €ero B
CIIMCKE UTPOKOB;

2. [Moxamyiicss aAMUHUCTPATOpPaM HUIPhl HA IUIOXOE IOBEJIEHHE 3TOTO UTPOKA, JKeJaTeTbHO
MIPWIOXKHUTH KaKHe-TO I0KA3aTeIbCTBA B BUE CKPUHOB;

3. He ykaspIiBaiil inuHyto nHdopManuio B npodaiiie Urpsel;
4. YBaXkall IPyTUX YUaCTHUKOB I10 UTPE;

5. He ycranasimBaii HeouIinajibHble HaTYN U MOJIBI;

6. Mcniosib3y#i CJI0KHBIE M pa3HbIE TTAPOJIH;

7. Jlaske BO BpeMs UTPBI He CTOUT OTKJIIOUATh aHTUBUPYC. IIoKa ThI UTpaeliib, TBOM KOMIBIOTED
MOTYT 3apa3UTh.

PuiuHT 1IN KpaxKa JJUIYHbIX JTaHHbIX



OOBIYHOM KpajKell JieHer U JIOKYMEHTOB CETrOfHs y:Ke HUKOTO He YAMBUIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUH 3JIOYMBIIIUIEHHUKN [E€PEMECTIINCh B HWHTEPHET, U IPOJOJIKAIOT
3aHUMAaThCA "JIIOOMMBIM" JIEJIOM.

Tax mosiBUIaCh HOBasi yrpo3a: MHTEPHET-MOIIIEHHUYECTBA WX (DUIIIMHT, TJIABHAS [[€JTh KOTOPOTO
COCTOUT B IOJIy4eHUU KOH(UJAEHIIMAIBHBIX JJAHHBIX [T0JIb30BaTEs el - JIOTHHOB U mapoJieii. Ha
aHruiickoM s3bike phishing umraercs kak ¢umuHr (ot fishing - psi6bHas yoBss, password -
apoJIb).

OcHOBHBIE COBETHI 110 6HOpBOE ¢ DUIIHTHTOM:

1. CJ'IeILI/I 3a CBOUM aKKayHTOM. Ecau Th1 II0J03pEBacillb, YTO TBOA aHKETA ObLIa B3JIOMaHa, TO
HEO6XOILI/IMO 3a6JIOKI/IpOBaTI> ee u COO6HII/ITI> A/IMUHHUCTpATOpaM pecypca 00 3TOM Kak MOXKHO
CKOpee€;

2. I/ICHO]IBSyfI Oe3oImacHble B66-CaﬁTbI, B TOM 4YHCJI€, MHTEPHET-MAra3nHOB U IIONCKOBbBIX CUCTEM;

3. Hcnonwsyit cioxxHble M pasHble maposu. Takum ob6pasom, eciu Tebs B3JIOMAIOT, TO
3JIOYMBIIIJIEHHUKY TIOJIyYaT JOCTYII TOJIFKO K OTHOMY TBOEMY ITPOGIIIIO B CETH, a HE KO BCEM;

4. Ecoiu Tebs B3/IOMasii, TO HEOOXOAWMO IPEAYNPEAUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIE
7100aBJIEHBI y TEDS B IPY3bsX, O TOM, UYTO TeOSA B3JIOMAIH U, BOBMOXKHO, OT TBOETr0 UMEHHU OyIeT
PpacchLIaThCs CaM U CChIKUA Ha (PUIITMHTOBBIE CAKTHI;

5. YcraHoBU HazieskHbIH maposb (PIN) Ha MoOWIBHBIN TesiedOoH;
6. OTKJII0UYM COXpaHeHue apoJis B Opaysepe;

7. He oTkpbIBail ¢aiyibl U JIpyTHEe BIOKEHUS B MHChMAX, JAaKe €CJIU OHU MPUIILIA OT TBOUX
npyseil. Jlydiiie yTOYHU Y HUX, OTIIPABJISJIN JI OHU Tebe 5TU haiibl.

IIndposasa penyranmusa

[MudpoBas pemyranus - 5TO HeTaTHUBHAsA WM IO3UTUBHAsA MHoOpManus B ceTu O Tebe.
Kommnpomerupytommas uHpopManus, pa3MelieHHass B UTHTEPHETE, MOXKET CEPbE3HBIM 00pa3om
OTPa3UThCA HA TBOEW peasbHOM ku3HU. "[ludpoBas pemyramusa" - 3T0 TBOU UMUK, KOTOPBIN
(opmupyercs u3 uadopmanuu o Tebe B HHTEPHETE.

TBoe MecTO KUTeJbCTBA, y4eObl, TBoe (UHAHCOBOE IOJIOXKEHUEe, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - Bce 3TO HAKAIUIMBAETCS B CETH.

MHorrue MHOAPOCTKU JIETKOMBICJIEHHO OTHOCATCA K IyOJIUKAIIUW JIMYHOU WHQOpMAIUN B
HNuTepHeTe, He TOHMMAas BO3MOXKHBIX MMOCJIEACTBUN. ThI 1a’ke He CMOIKEITh J0TaZlaThCsl O TOM,
uto ororpadusi, padMeleHHas 5 JIET Ha3aJl, cTajla IPUYNHOU OTKa3a MIPUHATH TeOs1 Ha paboTy.

KommeHnTapuu, pasmenienue TBoux ¢hororpaduil u Apyrue AeUCTBUA MOTYT He UCUE3HYTh JlaKe
IIOCJIE TOTO, KaK ThI UX y/IAIUIIE. Thl He 3HAEITb, KTO COXPAHIJI 3TY MH(GOPMAIIUIO, ITOTIajIa JIU OHA
B IIOMCKOBbIE CHCTEMBI U COXPAHWJIACh JIM OHA, A TJIABHOE: UTO MOAyMaIoT 0 Tebe OKpY»Karolue
JIFO/IM, KOTOpbIe HAWIyT U YBUAAT 3T0. HaliT nHMOpMAIMI0 MHOTO JIET CILyCTS CMOKET JII000H -
KakK U3 JI0OpBIX MOOYK/IeHUN, TaK U ¢ HaMepeHUeM NPUYUHHUTH Bpes. DTO MOXKeT ObITh KTO
YTOJTHO.

OcHOBHBIE COBETHI MO 3a11uTe UGPOBOH permyTauu:

1. [Tomymaii, mpesk/ie ueM 4To-TO IyOJIMKOBATh U IIEPEAABATh y ce0s B 0JI0Te WJIH B COIUATIBHOMN
ceTy;



2. B Hacrpoiikax mpoduisi YCTAaHOBU OTPAaHUYEHHUs HA MPOCMOTP TBOEro MPOoUIsS U €ro
COJIEPKUMOTO, C/iesIall ero TOJIbKO "I Ipy3ei’;

3. He pasmemaii u He yka3biBalli MH(DOpPMAINIO, KOTOPasi MOKET KOTO-JIM00 OCKOPOJIATHh WJIN
00MKaTh.

ABTOpCKOE IpaBo

CoBpeMeHHbIE IIIKOJIBHUKHM - AKTHBHBIE ITOJIb30BaTeNd HHUEGPOBOTO IpocTpaHcTBa. OpHAKO
JlaJIeKO He BCe 3HAIOT, YTO IT0JIb30BaHHE MHOTUMHU BO3MOKHOCTSIMH IU(PPOBOTO MHpa TpedyeT
cOOJTIOIEH NS TIPAB HA UHTEJJIEKTYaJIbHYI0 COOCTBEHHOCTD.

TepmuH "WHTEIEKTyaJbHAsI COOCTBEHHOCTH' OTHOCHTCS K PA3IMYHBIM TBOPEHUSIM
YeJIOBEYECKOTO YMa, HAUMHAasA ¢ HOBBIX N300peTeHN U 3HAKOB, 0003HAYAIOIIUX COOCTBEHHOCTh
HAa TPOAYKTHI W YCJIYTHM, W 3aKaHUYMBas KHUTramu, Qororpadusamu, KUHODWIBMAMH U
MY3BIKAaJIbHBIMH [TPOU3BEICHUSIMU.

ABTOpCKUE TIpaBa - 3TO MPaBa Ha UHTEJUIEKTYJIbHYI0O COOCTBEHHOCTh Ha NMMPOU3BEIEHUS HAYKH,
JIMTEPATYPhl U HCKYCCTBA. ABTODCKHE IIpaBa BBICTYHNAIOT B KAueCcTBe TApAaHTHUU TOTO, YTO
VHTEJUIEKTYaJIbHBIN/TBOPUECKUN TPYZ aBTOpa He OyZeT HAIpacHBIM, JJaCT €My CIIpaBe/JINBbIe
BO3MO>KHOCTH 3apaboTaTh Ha pe3ysIbTaTaX CBOEro TPYAQ, MOJYIUTh U3BECTHOCTb U MPU3HAHUE.
HuxTo 6e3 pa3peleHus aBTopa He MOKET BOCIIPOU3BOJUTD €T0 IIPOU3BE/IEHHE, DACIIPOCTPAHATD,
myOJIMYHO JIEMOHCTPUPOBATh, IPO/ABaTh, HMIIOPTUPOBATh, IIyCKATh B IPOKAT, IIyOJIUYHO
HCIIOJTHATD, IIOKa3bIBaTh/ NCIIOJIHATH B 3(upe Wiu pa3meniats B VIHTepHeTe.

Hcnonp3oBanue "mUpaTcKoro” MPOTPAMMHOTO OOecredeHUs] MOJKET IIPUBECTH K MHOTUM
pHUCKaM: OT IOTEPH JAAHHBIX K TBOMM aKKayHTaM /0 OJIOKUPOBKU TBOETO YCTPOWCTBA, I7IE
yCTaHOBJIEHA HeJleraJbHasA MporpaMmma. He cTOUT Tak»ke 3a0bIBATh, UTO CYIIECTBYIOT JIETAJIbHBIE
1 OecrIaTHBIE TPOTPAMMBI, KOTOPbIE MOKHO HAWUTH B CETH.



